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digital damage and the challenges of its assessment under Iraqi civil law.
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Abstract:
This research examines digital damage and the challenges of its assessment

under lragi civil law. It addresses harm affecting personal data, electronic
accounts, digital content, privacy, reputation, and economic interests connected
with digital platforms. The study aims to define digital damage, identify its
material and non-material forms, and determine the standards for compensation
under Iraqi civil law.

Yo YT gt - (1Y) cloellf - () saadf - (V) & 3201 -4Y4- Awleud! aglalls O gslal Awslall dloms
https://www. iasj. net/iasj/journal/132/issues AR RYAVARSS-A1[ '&)L?


https://www.iasj.net/iasj/journal/132/issues
mailto:pashiman.hedayat@koyauniversity.org
mailto:rakan.salah@koyauniversity.org

m Gloadl Gl Cgilall oy 2 dISa g oyl il

Using an analytical approach, the research examines the general rules of
civil liability in the Iragi Civil Code and draws on relevant legal scholarship,
judicial developments, and comparative legislation. It finds that digital damage
falls within the general concept of compensable harm, but its intangible nature
creates particular difficulties in proof and assessment.

The research concludes that general civil law rules may apply to digital
damage, including actual loss and loss of profit where they directly result from
the harmful act. Non-material damage may also arise from violations of privacy,
reputation, psychological security, or control over personal data. However, the
study recommends legislative intervention to define digital damage, regulate
compensation, recognize the functional and economic value of data, and support
courts through specialized technical expertise.

Keywords: Digital Damage, Civil Liability, Compensation, Personal Data,
Iragi Civil Law.
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(%?) Kazem Hamadi Yousif Al-Halfi, and Arkan Muhammad Khalil, Civil liability for digital
content damage (comparative study), ZAC Conference Series: Social Sciences and
Humanities, 3rd International Humanitarian Conference, Baghdad 2024, Volume 001,
Issue 01, 2024, pp. 1-20.

(*®) Germany. Bundesdatenschutzgesetz (BDSG) — Federal Data Protection Act (as amended
to align with EU data protection rules), 2017, p. 31.
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(%) Court of Justice of the European Union, Ul v Osterreichische Post AG, Case C-300/21,
Judgment of 4 May 2023, ECLI:EU:C:2023:370.
(3%) Court of Justice of the European Union, VB v Natsionalna agentsia za prihodite, Case C-
340/21, Judgment of 14 December 2023, ECLI:EU:C:2023:986.
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(*6) Sarah Whittam, “Mind the Compensation Gap: Towards a New European Regime
Addressing Civil Liability in the Age of AL” International Journal of Law and
Information Technology, Vol. 30, No. 2, 2022, pp. 249-277.

(*") European Law Institute, Guiding Principles for Updating the Product Liability Directive
for the Digital Age, 2021, pp. 19-21, emphasizing that liability rules should recognize
destruction or corruption of data as compensable damage and adapt the concept of damage
to the functional significance of digital assets. See also Directive (EU) 2024/2853 of the
European Parliament and of the Council of 23 October 2024 on liability for defective
products, art. 6(1)(c), OJ L, 18 November 2024, which expressly includes the destruction

or corruption of data not used for professional purposes within the concept of
compensable damage.
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(®!) Regulation (EU) 2016/679 of the European Parliament and of the Council, General Data
Protection Regulation, Art. 82(1), OJ L 119, 4 May 2016, pp. 1-88.
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(°%) Court of Justice of the European Union, Ul v Osterreichische Post AG, Case C-300/21,
Judgment of 4 May 2023, ECLI:EU:C:2023:370.

(**) Malgieri, Gianclaudio and Santos, Cristiana, Assessing the (Severity of) Impacts on
Fundamental Rights (June 25, 2024). Computer Law & Security Review, 2025, forthcoming,
Available at SSRN:
https://ssrn.com/abstract=4875937 or http://dx.doi.org/10.2139/ssrn.4875937

(°°) Paul Quinn, The Difficulty of Defining Sensitive Data—The Concept of Sensitive Data in the
EU Data Protection Framework, German Law Journal, Vol. 22, No. 8, 2021, pp. 1583-1612.

(°) Court of Justice of the European Union, VB v Natsionalna agentsia za prihodite, Case C-
340/21, Judgment of 14 December 2023, ECLI:EU:C:2023:986.
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