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Criminal Liability for Misuse of Modern Technologies
(A Comparative Study) between Iraqi, Egyptian, and French Law
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Abstract:

This research addresses the issue of criminal liability arising from the misuse of
modern technologies and communication tools, in light of the rapid digital
transformation that has created new patterns of criminal behavior difficult to contain
using traditional criminal law alone. The research is based on the premise that the
digital environment is no longer merely a technical sphere for communication, but
has become a legal space where rights and freedoms intersect with the risks of
violating social values, privacy, and public security. Therefore, the researcher seeks
to clarify the legal concept of modern communication tools, analyze the most
prominent forms of their misuse, and explain the legal elements of crimes committed
through them and the basis for the resulting criminal liability. The research also
examines the limits of this liability in terms of identifying the perpetrator,
accomplice, and instigator, the extent to which service providers and digital
platforms can be held accountable, and the issues related to jurisdiction in crimes
with a transnational dimension.

The research revealed that modern communication technologies have become
effective tools i committing crimes that violate public morals, privacy, and
community security. It also showed that the shortcomings of traditional legal texts
often lead to gaps in criminal protection and increase the importance of the
judiciary's interpretive role. Furthermore, the research indicated that comparative
legislation varies in its approach to addressing these crimes. Some systems have
enacted more precise, specific rules, while others have largely relied on general
principles of penal law.

In conclusion, the researcher emphasized the need for a balanced criminal
policy based on modernizing legislation, defining the scope of criminal liability, and
specifying the obligations of digital intermediaries. This policy should also include
enhancing the technical training of judges and prosecutors and promoting legal
awareness within the digital community.

Keywords: Cybercrime, Criminal Liability, Digital Legislation, Internet
Misuse, Cyber jurisdiction.
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1) Osonde Osoba & William Welser, An Intelligence in Our Image: The Risks
of Bias and Errors in Artificial Intelligence, RAND Corporation, 2017.

2) V. Dodd, Privacy and Freedom of Expression in the Age of Artificial
Intelligence, Privacy International, 2018.
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